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Dear Valued Reader,

Welcome to the November 2016 edition of the Venue Market Spotlight.  
In this issue, we will examine how cybersecurity is shaping cross-border 
M&A activity.

As many Internet giants have fallen prey to cyber-attacks over the past few 
months, the severe impact of cyber-attacks was once again felt across the 
globe. Although these companies worked quickly to mitigate the effects  
of the attacks, a message was made clear: Businesses, regardless of their 
size or location, are vulnerable to pernicious cyber-crime.

While the precise origin of many cyber-attacks remains a mystery, 
the damage they can have on a businesses – and their customers – is 
sharply apparent. Our respondents in this month’s Spotlight echo this 
sentiment, believing that cybersecurity – or lack thereof – plays a major 
role when companies are targeted in cross-border deals. Limitations to 
the cybersecurity infrastructure of target companies can halt otherwise 
promising deals, as respondents fear that data breaches can compromise 
internal information and create financial risks.

At Donnelley Financial Solutions, the security of our clients’ data is top  
of mind throughout every step of a client’s deal process. Our Venue Data 
Room not only supports some of the top deals across the world, but also 
safeguards these deals to ensure confidentiality and security throughout 
an entire transaction. Our comprehensive approach to security with 
Venue offers protection at the Document, Application, Infrastructure and 
Personnel levels. We combine the most sophisticated technology with  
a culture of security to safeguard our clients’ most sensitive information.

As always, please enjoy this month’s Spotlight.

Sincerely,

Craig Clay 
President, Global Capital Markets
Donnelley Financial Solutions
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METHODOLOGY  

In November 2016, Mergermarket 
interviewed 25 global dealmakers from 
across the corporate, private equity and 
investment banking communities for their 
views on cybersecurity issues related  
to cross-border M&A. Respondents were 
split between the US (36%), Europe 
(32%), and APAC (32%).
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of our respondents said it  
is more difficult to cope with 
cybersecurity issues at target 
firms in cross-border M&A 
deals than in domestic deals, 
pointing out that differing 
rules and regulations 
abound in the global 
cybersecurity arena.

of our respondents believe 
cybersecurity impacts the 
financial services sector the 
most during cross-border 
M&A deals, noting that this 
is largely due to the sheer 
volume of highly sensitive 
customer data.

of respondents said initiating 
due diligence early on is 
of utmost importance when 
mitigating cybersecurity risks 
in cross-border dealmaking. 
Many respondents said 
cybersecurity diligence is 
crucial to limiting future risks.

In September, embattled Internet firm Yahoo announced 
that hackers had stolen the credentials of roughly 500 
million users in a breach that went unnoticed for two 
years. In the days following the announcement, Yahoo’s 
stock price dropped more than 4% and its brand suffered 
significant damage – just months after Verizon agreed to 
pay US$4.8bn for the business. The attack demonstrates 
the vital nature of cybersecurity in the modern age, 
including in the context of M&A.

For companies making acquisitions – especially when a target is in 
another country – the nature of a target’s IT infrastructure has become 
a key issue in deciding whether to go through with a deal. The simple 
reason is that buying a company with cybersecurity vulnerabilities can 
have unpredictable and expensive consequences. According to a study 
published this year by the Ponemon Institute and IBM, the financial 
damages of a single data breach cost an average of US$4m per company.

As a result, cybersecurity issues have started to have a major impact on 
M&A. Cross-border transactions in particular have risen in value and 
volume of late, begging the question: Is cybersecurity more difficult to 
address in cross-border deals? As of mid-November 2016, more than 5,700 
cross-border deals had been done year-to-date, or more than a third of the 
global total. These deals had a total value of US$1.28tn – nearly half the 
total of all worldwide M&A transactions, according to Mergermarket data.

Given the diversity of technological solutions and threats around the 
globe, respondents widely agreed that cybersecurity has played a more 
prominent role in cross-border dealmaking over the past two years. Twenty-
eight percent of our respondents said the importance of cybersecurity has 
increased significantly, while over half (56%) said it has increased somewhat. 
In order to properly assess cross-border targets, dealmakers frequently 
initiate cybersecurity diligence early on in the process, in part to determine 
whether they should move forward with a deal at all.

With the estimated total cost of cybercrime to reach US$2tn by 2019, 
according to Juniper Research, it is no wonder that businesses are placing 
ever more emphasis on security. In the coming years, dealmakers will need  
to keep a keen eye on security trends and invest in due diligence tools to 
cope with the growing risks.

Other key findings include:

64% 

88% 

68% 

FOREWORD
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SURVEY 
Is it more difficult to cope with cybersecurity issues  
at target firms in cross-border M&A deals than  

in domestic deals?

Just under half of our respondents (44%) said it is somewhat more difficult  
to cope with cybersecurity issues at target firms in cross-border M&A 
deals versus domestic deals. The remainder of the respondents were 
divided: 20% said it is much more difficult, while another 20% believe 
that it depends entirely on the nature of the deal.

A managing director of a Hong Kong-based private equity firm said: 
“Cybersecurity due diligence becomes slightly more difficult in a cross-border 
M&A deal. The regulations and policies surrounding data protection and 
technology are varied and differ from their domestic counterparts.” He 
went on to say that cyberattacks are a pressing threat worldwide, forcing 
dealmakers to be increasingly vigilant when assessing target firms’ practices.

How has the importance of cybersecurity at target 
firms in cross-border M&A changed for you in the 

past two years?

According to IT research firm Gartner, the cybersecurity market was 
valued at US$75.4bn in 2015 – a 4.7% increase over 2014 – indicating 
that the importance of information security has indeed hit a new high. In 
line with this, more than half our respondents (56%) said the importance 
of cybersecurity at target firms in cross-border M&A has increased 
somewhat for them in the past two years. Another 28% believe it has 
increased significantly, while only 4% think it has decreased somewhat.

Indeed, instances of major companies ramping up their cybersecurity 
expenditures are becoming steadily more common. Notably, J.P. Morgan 
Chase announced that it would spend US$500m on cybersecurity alone 
in 2016, doubling the amount in its previous budget. This decision came 
in the wake of an attack on the bank in 2014 that affected 76 million 
households and seven million small businesses.

According to a partner at a US-based investment bank, it is important  
to understand “the target’s information technology systems to protect the 
business from cyber threats.” He argued that inferior technology used  
by a target company could not only result in large financial losses, but the 
bank’s objectives could be compromised, disrupting deal intentions and 
impacting the acquirer overall.

20%

Depends entirely on the
nature of the deal

44%

Yes, somewhat
more difficult
 

16%
No

20%
Yes, much more difficult
 

Q1

Q2

Q1

56%
Increased somewhat

12%
Remained the same

28%
Increased significantly

4%
Decreased somewhat

Q2
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Energy, mining
& utilities

Pharma,
medical &
biotech

Business
services

Consumer

Technology,
media &
telecoms

Financial
services

56% 32%

20% 32%

12% 16%

12%

8%

4%

4%

4%

1 2

Q3In which sectors are cybersecurity issues most 
important in cross-border M&A deals? (Select top  

two and rank them 1-2, where 1 = most important)

The vast majority of our respondents (88%) said cybersecurity issues 
affect the financial sector the most in cross-border dealmaking, while 
52% said the technology, media and telecoms sector is also seriously 
impacted. Just 4% believe the energy, mining and utilities sector is one  
of the top two sectors most impacted by cybersecurity during cross-border 
M&A deals.

In the realm of financial services, cybersecurity has indeed proven  
to be a mounting concern. According to a 2016 financial security report  
by SecurityScorecard, cybersecurity within the financial sector is inadequate. 
The report said that “95% of the top 20 US commercial banks (by revenue) 
have a Network Security grade of ‘C’ or below.” This is largely due to their 
use of inferior legacy IT infrastructure, the report said, resulting in companies 
absorbing systems that are prone to attack.

The head of strategy and investments at a French corporate said the real 
risk involved with financial services and technology, media and telecoms 
is that both sectors are built heavily upon customer data. He explained: 
“This very sensitive information is targeted by cyber criminals and used 
for highly profitable gains.”

 56% OF RESPONDENTS BELIEVE THAT

 CYBERSECURITY   IS CRITICAL AT TARGETS IN THE 
           FINANCIAL SECTOR

Q3
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In which countries/regions are cybersecurity 
issues most difficult with regards to cross-border 

dealmaking? (Select top two and rank them 1-2,  
where 1 = most difficult)
China is thought to be one of the top two countries or regions for 
cybersecurity issues in cross-border M&A, according to 60% of our 
respondents, while 40% ranked Southeast Asia as presenting the most 
challenges. Another 20% believe the US sees some of the most cybersecurity 
difficulties arising in the dealmaking process, while the majority of our 
respondents think countries in the EU are more resilient to such issues.

The results align with China’s history of allegedly state-supported 
cyberattacks against foreign businesses and government institutions. 
Interestingly, however, China and the US reached an agreement in 2015 
in which they vowed to fight theft of intellectual property and promote 
international norms for state action in cyberspace. Although experts have 
noted a decline in cyberattacks from China to the US since the agreement 
was signed, many remain uncertain about its effectiveness over the  
long term.

When arguing how cybersecurity impacts cross-border deals in Southeast 
Asia, our respondents noted that lenient cybersecurity regulations within 
the region affect the dealmaking process. The CFO of an Australian 
corporate said, “Regulations pertaining to cybersecurity in Southeast 
Asia are limited, as many businesses in the region do not follow strict 
data-protection practices.” At the same time, a partner at a US-based 
investment bank said there could be financial repercussions caused by 
“regulatory and legal proceedings in the region that favor the customers, 
thus causing liabilities for businesses in the case of cybercrime.”

What are your top concerns when it comes to 
cybersecurity issues at target firms in cross-border 

M&A deals? (Select top two and rank them 1-2, where  
1 = most important)
Opinion was split among respondents regarding the top concern when  
it comes to cybersecurity issues at target firms in cross-border M&A deals. 
More than half (56%) said threats to client data are the most crucial 
concern, followed by threats to business data and intellectual property 
(52%) and potential complications for integration (52%). Another 40%  
of respondents think recent data breaches are a top issue.

Q4

Q5

USA
16%

Latin America 
8%

Southeast
Asia
28%

Eastern Europe
(incl. Russia)
8%

China
20%

Middle East
12%

Africa
8%

Not selected 

USA
4%

Not selected 

Latin America 
12%

Southeast
Asia
12%

EU
8%
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4%

China
40%

Africa
20%
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In the past few years, many companies have fallen prey to security 
breaches that have resulted in compromised client data. In particular, 
Yahoo recently confirmed that data tied to over 500 million user 
accounts was stolen beginning in late 2014. In a statement, Yahoo said, 
“The account information may have included names, email addresses, 
telephone numbers, dates of birth, hashed passwords … and, in some 
cases, encrypted or unencrypted security questions and answers.” The 
implications of this breach could be enormous. Not only has it affected 
Yahoo’s customers, but it could also affect Verizon’s US$4.8bn deal  
to acquire the technology company.

Many of our respondents are highly aware of the threat of such breaches 
at target firms. “Our biggest concern is threats to client data,” said a 
partner at a private equity firm based in Central Europe. “Any breach 
of client data could result in financial losses, largely due to a loss of trust 
between the business and its customers.”

 
What precautions are most important to you  
in mitigating cybersecurity risks in cross-border 

dealmaking? (Select top two and rank them 1-2,  
where 1 = most important)
Initiating due diligence early is the most important precaution taken 
to mitigate cybersecurity risks in cross-border dealmaking, according 
to over two-thirds (68%) of our respondents. Fifty-six percent said 
representations and warranty insurance is critical, while 40% said 
purchase price adjustments are most important.

A director of finance at a major Swedish corporation said they “initiate 
due diligence right in the beginning of the deal to make sure that any 
potential risks are dealt with early on.” A senior managing director at 
an investment bank in Australia explained that they not only use due 
diligence to assess every single detail in terms of the target company’s 
cybersecurity practices, but they “clearly mention any factors and risks 
in the closing condition of the deal.”

Q6

Recent data
breaches

Potential
complications
for integration

Threat to business
data and
intellectual property

Threats to client data 32% 24%

28% 24%

28% 24%

12% 28%

1 2

Purchase price
adjustments

Representations
and warranty
insurance

Closing conditions

Initiating due
diligence early

1 2

48% 20%

24% 12%

20% 36%

8% 32%
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NOTABLE DEALS IN THE ROOM

Venue

®®®
 data room: A special report

For more information:
Please contact your 
Donnelley Financial Solutions Sales Rep.
Call 1.888.773.8379

Or visit www.venue.dfsco.com
Venue demo (audio enabled):
Venue.dfsco.com/Demo

888.773.8379
www.dfsco.com
www.venue.dfsco.com
Copyright © 1995-2016 Donnelley Financial, LLC. 

All rights reserved.

Corporate Headquarters   
35 West Wacker Drive 
Chicago, IL 60601
U.S.A.

Deals. Done. Simple.

Computer software; Financial Services

SYMANTEC

Acquires

LIFELOCK

$2.3 B

NOVEMBER 20, 2016

Computer 

BROADCOM

Acquires

BROCADE

$6.5 B

NOVEMBER 9, 2016

Automotive; Computer

SAMSUNG 

ELECTRONICS

Acquires

HARMAN

$8 B

NOVEMBER 14, 2016

Computer: Hardware; Computer: Software

VISTA EQUITY

Acquires

INFOBLOX

$1.6 B

NOVEMBER 7, 2016

Computer services; Computer software

WIPRO

Acquires

APPIRIO

$500 M

OCTOBER  20, 2016

Financial services; Computer software

CAPITAL ONE

Acquires

PARIBUS

OCTOBER 6, 2016

Computer software; Internet/ecommerce

EBAY

Acquires

CORRIGON

OCTOBER 6, 2016

Computer: Semicomductors 

QUALCOMM

Acquires 

NXP 

$47 B

OCTOBER 27, 2016

Computer software

BERKSHIRE 

PARTNERS

Acquires majority interest in 

MASERGY COMMUNICATIONS

$900 M

OCTOBER 24, 2016
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ABOUT DONNELLEY
FINANCIAL SOLUTIONS

About Venue

design that allow you to easily organize, manage, share and track all of your 

you can manage who has access to your data room, which documents they see,  
and how they can interact with those documents. 

Da Sr. 

255
Fax: 212.341.7475 |daniel.e.perez@dfsco.com

 

 

Donnelley Financial Solutions (NYSE: DFIN) provides software and 
services that enable clients to communicate with confidence in a complex 
regulatory environment. With 3,500 employees in 61 locations across 
18 countries, we provide thousands of clients globally with innovative tools 
for content creation, management and distribution, as well as data analytics 
and multi-lingual translations services. Leveraging advanced technology, 
deep-domain expertise and 24/7 support, we deliver cost-effective solutions 
to meet the evolving needs of our clients.

Venue gives you access to hands-on, start-to-finish service that’s unique in the industry. 
With a positive service rating of more than 97% from our loyal clients, Venue delivers 
not just the unmatched features and security you’d expect, but A to Z resources no one 
else In the industry can.

For more information regarding Venue, Donnelley Financial Solutions, or this report, 
please contact us directly. 

Donnelley Financial Solutions | www.dfsco.com
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Mergermarket is an unparalleled, independent mergers & acquisitions (M&A) 
proprietary intelligence tool. Unlike any other service of its kind, Mergermarket  
provides a complete overview of the M&A market by offering both a forward-looking 
intelligence database and a historical deals database, achieving real revenues for 
Mergermarket clients. 

Remark, the events and publications arm of The Mergermarket Group, offers a range 
of publishing, research and events services that enable clients to enhance their own 
profile, and to develop new business opportunities with their target audience. 

To find out more, please visit www.mergermarketgroup.com/events-publications

For more information, please contact:

Katy Cara
Sales Director, Remark
Tel: +1 646 412 5368


